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What is cyber crime?

Cyber crime is any crime that uses computers or the internet.

This can include crimes such as fraud. For example, hacking into a computer 
to steal bank account details.

Other cyber crimes are not for financial gain. For example, criminals can 
attack the charity’s website to disrupt services.



Why charities are at risk from fraud & 
cyber crime?
Many charities use digital systems such as computers and the internet to:
• store sensitive data about employees, volunteers, donors and beneficiaries
• use online banking
• deliver online services
• fundraise online



Why charities are at risk from fraud & 
cyber crime?
• High volume of staff who work part time, including volunteers, and so might 

have less capacity to absorb security procedures.
• Staff using personal IT / BYOD (Bring Your Own Device) which is less easy to 

secure and manage then centrally issued IT.
• Impact of any cyber attack on a charity might be particularly high as charities 

often have limited funds and minimal insurance coverage.



A sector under siege

32% of UK charities have reported a cyber security breach or attack in 
the last 12 months. 

38% of them directly impacted service delivery, with 19% leading to 
negative outcomes for those the charity serves. 

26% of charities have conducted cyber security risk assessments in 
2023, highlighting a significant gap in preparedness. 



Between Nov 2023 – Oct 2024

The Charity Commission: 
• opened 603 cases relating to fraud,
• has 99 cases relating to cyber crime issues in the last year, and 
• has identified that the most common type of cyber-enabled fraud 

experienced by charities is phishing attempts. 



Will 2025 be worse?

Several converging factors point to an escalation of the cyber threat to charities in 
2025:

• AI-powered attacks: lower barrier of entry for criminals
• Geopolitical instability: global tensions and conflicts
• Increased regulatory scrutiny: tightened data protection regulations
• The evolving threat landscape: new attack vectors/emerging threats
• Economic pressures: funding cuts, increased demands on services



Estimated cost of global cyber crime in 2025

If cyber crime were a country, it 
would have the third largest Gross 
Domestic Product worldwide

Expected to cost $10.5 trillion 
annually by 2025 
(Source: World Economic Forum)



100%

Hackers hack first, 
ask questions demand 

later.

100%

Hacking is on the 
rise.

100%

Source: Cyber Security Survey 2023 / CFC Underwriting

Common 
misconception that 

cyber attacks are only 
a “big brands” 

problem.

Key Findings



Protecting your charity is a team sport!

Cyber-attacks can have a huge impact on your charity. 
A charity could lose money, sensitive data, and/or damage its reputation.

Simple measures can be put in place to protect your charity.
Staff, management, trustees must:

1. be aware of the risks to your charity from cybercrime,
2. take reasonable steps to protect your charity from cyber crime, and
3. respond to cyber-attacks properly to reduce the harm to your charity.



Fraud and cyber crime guidance available

The Charity Commission published a bespoke guidance on how to 
protect your charity from cyber crime, and a guide on fraud last 
November 2024.

It sets out the importance of:

1. establishing an internal culture of 
fraud and cybercrime awareness, 

2. links to free online training 
modules, 

3. respond to cyber-attacks, and 
4. report fraud and cyber crime.



NCSC resources

Small Charity Guide and the 
dedicated information for small & 
medium sized organisations 
provides you with:
• guidance about how to improve 

cyber security
• prepare their response, and 
• plan their recovery to a cyber 

incident.
• www.ncsc.gov.uk

https://www.ncsc.gov.uk/


www.ecrcentre.co.uk

A police-led initiative, provides some specialist cyber services to organisations to aid 
in their protection against fraud and cybercrime. 

FREE membership provides practical advice on building your cyber resilience.

http://www.ecrcentre.co.uk/


www.cyberalarm.police.uk 

A FREE monitoring tool that helps identify suspicious activity entering your network 
and highlight some of your potential vulnerabilities online. 

Its purpose is limited to monitoring, rather than active defence, to support you in 
protecting your personal data, trade secrets, and intellectual property, all of which are 
valuable target assets for cyber criminals.

http://www.cyberalarm.police.uk/


Training by your local Cyber Protect Officers 

• Bespoke training, approximately 90-120 minutes
• In-person / over Ms Teams
• General cyber security and fraud awareness training
• Exercising your incident response plan

Talk to us! Email us at HertsCyberProtect@herts.police.uk 

mailto:hertscyberprotect@herts.police.uk


Preview of our training



Social engineering

Criminals attempt to trick users into doing 'the wrong thing’.
 

Scam messaging typically:

1.  are from an authority / organisation / person you heard of.           

2.  appeal to your emotions. 

3.  have a sense of urgency. 

4. are topical / current events. 

email/online
‘Phishing’

text
‘SMShing’

phone
‘Vishing’



Employees will 
fall for phishing

• 1 in 3 employees are likely to click the 
links in phishing emails.  

• 1 in 8 employees are likely to share 
information requested in a phishing 
email.    

• 60% of employees opened emails they 
weren’t fully confident were safe.  

• 45% click emails they consider to be 
suspicious “just in case it’s important.” 

Source: Verizon



Phishing Emails



Emails you receive may 
contain: 
• attachments or 
• links you are asked to click on. 

Don’t click on links unless you can 
verify where they came from. Call 
the sender to check it’s genuine. If in 
doubt, keep them out.

Phishing 
- Emails sent en masse

Spear Phishing 
- Personalised to their targets

Whaling
- Targets high-level decision makers



Change our attitudes to data privacy, 
especially on social media



Cyber-Dependent Crime

Watch this video: https://youtu.be/yrjT8m0hcKU?feature=shared 

https://youtu.be/yrjT8m0hcKU?feature=shared


Scam Ads & Websites



Stop and think before you 
post, click and link!



Protect yourself



How many keys do you have?



Most common 
passwords 2024

Source: World Economic Forum

1. 123456 – used 4.5 million times!
2. admin
3. 12345678
4. 123456789
5. 1234
6. 12345
7. password
8. 123
9. Aa123456
10.1234567890



Create a strong password using 
‘Three Random Words’
Strength of  the 

password:
Examples of 
passwords:

How long it takes for a computer 
to guess the password:

Very, very weak blue Less than a second

Very weak waterblue 13 seconds

Weak blueredgreen 2 minutes

A bit stronger waterbluechair 12 hours

Strong water!bluEchAir5 A few months/years



PASSWORD
or PIN

2FA ACCOUNT 
ACCESS

If both correct, 
then access is 

granted

Something 
you know

Turn on your 2FA (2-Factor Authentication)
or 2SV (2-Step Verification)

Something 
you have or are

water!bluEchAir5

User name



Have your emails 
ever been in a 
data breach?

You can check using 
www.haveibeenpwned.com



Protect against malware

Malicious software: ransomware, viruses, 
spyware and more. 
Aim: steal data and damage or destroy 
computers and computer systems.

• Beware of links and attachments in 
messaging. 

• Update your operating system.
• Make sure your antivirus product is 

turned on and is up-to-date.
• Switch on your firewall.



Back-up data

Make copies of things that are important 
including emails, invoices, contacts, and 
orders. 

Making regular back-ups to multiple 
external locations and keep them 
somewhere physically separate.

• separate hard drives or computer
• thumb drives/memory stick
• cloud 



Keeping devices 
up-to-date

Patching – any device needs regular 
maintenance and servicing to ensure they 
work effectively and securely.

End of support/life - hardware and 
software have reached a point where 
they're no longer usable.



Keep devices safe

Store away your devices when not in use, 
especially if you use them for both business and 
personal work.

Web-based tools to enable you:
• switch on password protection.
• use an encryption product.
• track the location of the device.
• lock it remotely.
• erase data remotely.
• retrieve a backup of data stored on the device.



Be mindful of Artificial Intelligence 



Please do not let AI systems 
teach you how to set up a 
camp site…. 

or how to do your job!



51% of people working in the Charities sector said 
that their organisation was providing no AI training.





Always report scam emails, texts, websites, 
adverts & phone calls

• Forward suspicious emails to report@phishing.gov.uk 
• Forward scam texts to 7726 
   (handy tip: 7726 spells out SPAM on a phone keypad)

• Report suspicious phone calls: text 7726 with the word ‘Call’, 
followed by the scam caller’s number

• Report fake/scam websites, and adverts:                visit: 
http://ncsc.gov.uk/report-scam-website 

Visit: www.ncsc.gov.uk/report-scam-website or www.actionfraud.police.uk

If you have lost money or responded to a suspicious email, 
phone call, message, social media advert or website, please 

report to Action Fraud by calling 0300 123 2040 or report the 
fraud online: www.actionfraud.police.uk

http://www.actionfraud.police.uk/
http://www.actionfraud.police.uk/


Report attempted & actual fraud and 
cybercrime
• Report to Action Fraud and the Charity Commission.
• Action Fraud is the only national reporting centre for 

fraud and cybercrime in the UK. 
• Keep copies of / photos when reporting:

• Logs (server / access / email)
• Email headers
• Any related documents
• Keep forwarding rules

• Action Fraud does not investigate.
• NFIB assesses every report for lines of enquiry and 

tasks out to relevant Police force.



Reporting a live cyber attack

If you are a business, charity or other organisation 
which is currently suffering a live cyber attack (in 
progress)
• Call Action Fraud immediately on 0300 123 2040

• Consider reporting to the Information 
Commissioner's office (ICO)

(Under GDPR rules it is mandatory that you 
report data breaches to the ICO within 72 hours)



Cyber crime & fraud prevention 
events at libraries
Everyone is welcome!

• Borehamwood - Wednesday 12th March 2025
• Bishop’s Stortford – Wednesday 23rd April 2025
• Stevenage – Monday 12th May 2025
• Watford - Wednesday 4th June 2025
• Ware – Monday 14th July 2025

More dates and venues (libraries) to be 
announced in the summer.
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